Beyond Digital Rights — rr"mtlw-a[L-x Inc.

Toward A Digital Media Marketplace

Dicital Riahts F fon Or B - + Denlad?

Steven B. Davis (CEO , IT GlobalSecure)

Today's digital media protection focuses on security measures that prevent individuals from copying,
sampling, or otherwise reusing media. Under this view, all rights to the media stay permanently with
the distributor — often with measures that limit legitimate "fair use". These technologies tend to favor
large distributors that can afford to implement proprietary, expensive security systems and typically
provide no protection for independent artists. Also, these products place a substantial burden on
consumer electronics and computer manufacturers and provide no protection for the massive
amount of existing media that can be converted into a digital format.

The most disturbing implication of this entire approach is the implicit assumption that the consumer/
audience is inherently criminal. Complicated, and often draconian, measures are commonplace to
control digital media distribution.

As seen below, a number of practical aspects of system implementation and realistic security
implications of these technologies do not seem to have been considered by the proponets of
these new technologies. There has been no effort to engage the audience as a positive supporter
or promoter of the artist — even though this is the essential foundation for the success of digital
media producers, distributors, and artists: large and small. Recent studies, including one by Jupiter
Media Metrix!, may show that the drive to legally limit media sharing and increase use of security
technologies has hurt music sales.

This paper provides an overview of the various technology types that are being used or considered
for protecting digital media against copying or unauthorized use. It then proposes an alternate
strategy that converts the audience from a dangerous adversary to a marketing partner for media
rights holders.

The Digital Media LifeCycle

To understand the role of digital security, one must begin with the lifecycle of digital media from
creator to consumer. The process described below highlights the major stages of this lifecycle and
they vary from music to video to films to games, but the essential steps are the same:

Creation — the creation of the media in its original format. Content may come from other sources.
There is no real means today to provide or mandate appropriate copyright citations or pay
royalties.

Mastering — the conversion of the original work into a format suitable for distribution.
Production — printing, stamping, and reproduction of master onto physical media.
Vendor Distribution — Distribution of media to retailers or end users.

End-User Distribution — this stage moves copies of the media to the end consumer or audience
members.

Conversion to User Acceptable Format — the delivered mediais read by a device or application and
converted into a format that the user may see, hear or otherwise comprehend.

User Experience — the user is able to experience a replica of the original material.
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The critical challenge that security systems for digital media face is that an adversary attempting to
circumvent the security system must deliver a comparable or identical User Experience. Thus, security
measures must only be separated from a "User Acceptable Format" (UAF)as opposed to actually
being defeated (Why break down a locked door when there is an open window nearby?). The
existence of common, non-proprietary or non-royalty bearing encoding systems such as MP3, JPEG,
etc. gives an adversary a means of distributing media in a (UAF) at low or non-existent cost. The
adversary’s objective, therefore, is reduced to migrating from a secured format to a UAF.

Current Security Solutions

The current solutions for securing digital media can be divided into the following general categories.
Some systems combine elements of several of these categories (i.e, combining a digital signature
with a fingerprint and proprietary encoding):

Proprietary Encoding is the use of distributor-controlled medium for the distribution and reading of
digital media. This solution has been used most widely for DVDs. Proprietary encoding enables post-
processing and a multitude of other security controls to be implemented — whatever the developer
of the proprietary encoding system wishes (as also noted with DVDs that include regional controls
over and above fraditional copyright protections that limit the use of DVDs to certain geographic
regions based on configurations of DVD players).

The practical problems associated with proprietary encoding include their limitations on artists and
distributors for the production and control of media as well as issues of royalties to the owners of the
encoding tfechnology (as withessed by the recent and ongoing battles over DVD RAM and previously
with VHS and Betamakx).

The security problems with proprietary encoding schemes is that they are subject to reverse
engineering (DeCSS for DVD that allows DVDs to be read and processed in software by PCs with
open source tools) and, in the hands of pirates, to the regeneration of media into any form and
format desired. DeCSS showed that the reverse engineering of the DVD proprietary encoding
system was not difficult, so a pirate would be able to gain access to the program or do the reverse
engineering herself and still can. There is a general security principle that must be recognized — any
security system that is mass produced by the millions can and will be broken by the few for the benefit
of many. Economics and engineering all favor the adversary. Cable scramblers, DVD encoding, and
file protection schemes for games have all shown that virtually any security system can be broken.
The key is to reduce the economic incentives on the demand-side for theft.
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PROPRIETARY ENCODING

Post-processing is the alteration, encoding, or other modification of digital media during the act of
copying, playing, or distribution. DVD is again an example of this type of system where DVD players
output a signal that cannot be easily tfransferred to video tape. This can be used in conjunction with
counters and other means to track the number of times that a piece of digital media has been copied
that can trigger limits on copies and redistribution (either stopping the redistribution or degrading the
copy through subsequent generations).
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The security problems with post processing are identical to those with proprietary encoding and
fingerprint systems. If the post-processing system can be reverse engineered or bypassed, then a
product can be produced to "reset" the media to a pristine state. Or, if the post-processing uses
some fingerprinting approach, a "BEFORE" copy can be compared with an "AFTER" copy to identify
and remove the security fingerprints. Finally, it is quite possible for an audience member to be able
and willing to accept imperfection — the adversary objective is user acceptance, not perfection. It
is notable that these security mechanisms are most effective against individual audience members,
not large-scale pirates.
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Physics & Engineering: certain anti-copying technologies rely on the low-level physical characteristics
of physical media and the engineering design of digital media readers. These techniques are subject
to the wide range of design and specification of consumer electronics (either causing the security
technology to fail or resulting in the media being unreadable by legitimate customers). These
solutions do not work at all for downloaded electronic media since there is no standard physical
media or writing process. They can be circumvented by using low-level copying or production tools
to preserve or bypass these technologies.
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A Watermark is information that is embedded in all copies of a piece of digital media. The information
is either identical for all copies or divided into large categories (the most familiar “watermarking”
system is the regional encoding used for DVDs). Watermarks can more easily be engineered to
reduce the amount that they degrade a digital media source and are also much easier to produce
than fingerprinted systems (see production challenges under “Fingerprinting”). Watermarks are
typically used with proprietary encoding or post-processing systems to limit copying or other use of
digital media. Watermarking is much more a forensic than a digital rights security tool — only special
devices can read out the watermark. In this scenario, the source of large scale pirated copies can
be identified by determining the "batch" and source of the security leak. Theoretically, watermarks
can be used for digital rights protection — however, the fact that the watermark is common across
all copies and that all audience media players will have a copy of the "watermark checker" invites
circumvention.
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Watermarks can be removed or altered if copies are available with different watermarks. They can
also be removed if the watermarking scheme is reverse engineered.

Fingerprinting: These are copy unique identifiers embedded in a piece of digital media. Fingerprints
are actually placed inside of the media file — modifying it in small, undetectable ways that ensure
that the fingerprint is present without distorting the base media. The digital fingerprint must match
the identifier of the media player in order to be used as a digital rights tool. This technology has been
proposed in order to track user authentication and limit copying. There are several fundamental
challenges to the use of fingerprint systems: production of unique media for every user, ensuring that
the “unique ID"” of the player cannot be duplicated, and ensuring that the fingerprint cannot be
removed.
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PHYSICAL MEDIA

FINGERPRINTING

Covert Fingerprinting: Like Fingerprinting, Covert Fingerprinting embeds unique identifiers into each
individual a piece of digital media. With this technology, customer media readers do not process or
identify fingerprints. Rather, media distributors or their agents will scan widely distributed copies and
use the covert fingerprints to determine the source of unauthorized copies.
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Three challenges exist in the implementation of digital fingerprinting systems. The primary obstacle
in the deployment of digital fingerprint systems is the registration of authorized consumers. While
authorization can be integrated into an on-line sales process, this system does not mesh well with
current traditional sales approaches (such as CDs or DVDs). The other practical problem is the
creation of unique fingerprints for each copy of a base product (also technically difficult for traditional
distribution). Finally, the main security challenge for digital fingerprint schemes is that fingerprints
are easy to detect and alter — especially for large scale pirates. The following process provides an
example of how a pirate may work around digital fingerprinting.

A pirate can buy two legitimate copies of the media (COPY1 and COPY2).

She can then "add" the two copies together:
(COPY1 + COPY2)

Since each has the same base media that has incorporated the fingerprint, he can identify the
fingerprint:

COPY1 + COPY2 =
MEDIA + FINGERPRINT1 + MEDIA + FINGERPRINT2 =
FINGERPRINT1 + FINGERPRINT2 - separating the media from the fingerprint

The media components cancel out and the fingerprint can be identified and either 1, garbled so
it is ignored or 2, removed entirely. Thus fingerprinting becomes much better at protecting against
casual "fair use" than against large scale piracy. This approach will work with as few as 2 real copies,
so even small scale piracy is not too difficult.

Security Labels or Tags are supplementary tags that are appended to a piece of digital media
and may also be bound to it by a digital signature (see “Signatures”). Tags are typically used with
proprietary encoding and post-processing systems to limit copying or other use of digital media.
They can include simple copy counters, serial numbers, or other identification and use control
information.
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Tags are easily removed or altered as they are a distinct portion of a digital media file or stream.
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Signatures wrap a piece of media with a tag that includes additional information but is also derived
from the media itself. Signatures are used in combination with one of the other means of protection.
The important attribute of signatures is that a signature verifier cannot also create a valid signature.
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Signatures are most useful as part of an individual identification scheme and thus have the same
problems with registration noted for fingerprints. Also, the signature is additional data that can
be removed either directly or via the same type of scheme as described above for removing
embedded fingerprints. If a signature is required by the media player, then the discussion of attacks
on proprietary encoding applies. Once the signature has been stripped, the data can be translated
into an alternate format that is freely readable and does not require a digital signature for use. Thus,
the attack circumvents the signature and does not defeat it.

Implications

The most notable finding of this review of digital rights systems is that, without going info specific
characteristics of each, by category, every one is quite vulnerable to attacks by even a moderately
sophisticated adversary who seeks economic gain from the widespread distribution and duplication
of digital media. The economics of this problem all favor the adversary — any media player or security
system that is meant to be sold or used by millions to hundreds of millions of users can almost certainly
be defeated. It is important to note that the adversary does not have to defeat the actual security
system — merely find a way to provide the media in a User Acceptable Format (UAF).

The question must become "How do we turn our audience into our advocate?".
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Toward a Digital Media marketplace

Word-of-mouth as well as traditional promotion have always determined the opportunities for
success of arfists. Affiliate and promotion systems can link and reward individuals and companies
for advocating artists or brands. The Internet enables linking and rewarding promoters and even
individual advocates of artists. Viral marketing schemes, affiliate programs and other reward systems
are widely used on the Internet today as a retail strategy. If it is easy and inexpensive to purchase
a copy of a piece of digital media and comparably easy to register to get referral fees for doing
so, consumers will participate. A low cost, low overhead model can be created to support the
compensation of artists as well as to create stronger links between artists and their audience.

« Asimple “Copyright and Referral” tag can be included with digital media files that identifies
the artist and provides information as to the source of the copy and easy access to licensed
copies of the media.

* Anexchange could be operated to facilitate the transactions as well as enable transactions
with other arfists.

The established model of shareware for software is perfectly amenable to digital media and proves
that viable media businesses can be built by individuals.

Draconian licensing schemes are not necessary or helpful. They have the paradoxical result of
increasing fraud and reducing sales — who wants to buy a product when the vendor considers you
a criminal?

Digital Copyright Tag

A digital copyright tag provides the core technical tool for opening up this new model. Rather
than attempting to control usage or distribution of media, a digital copyright tag simply carries
information about the media that it is associated with and information about who the media is
registered to. Browsers, editors, and media players would need to be able to carry this registration
forward or convert them to a natively supported format. The reference tag is simply a data structure
that includes an agreed to set of information about media. It will also include information about the
appropriate registration authority or rights holder for the media. Such a non-proprietary format should
be amenable to product and player developers. Also, legacy physical media (CDs, VCR tapes,
DVDs, records, etc.) could be provided with a registration process to allow the retroactive creation
of the digital copyright tag that can be provided via e-mail or web, if they desire.
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Registration & A Multi-Level Marketplace

Under most security systems, registration is used as a “Gateway” — a means to unlock or enable the
use or transfer of a registered piece of media. It is an essentially negative experience and perceived
as an impediment to fair use. This minimizes the number of customers that register.

Conversely, under the Digital Media Marketplace model, customers are rewarded for registration
—they can be provided with immediate rewards for referring others to their favorite new media. Also,
depending on the business strategy of the copyright holder, the consumer can graduate through
payments, volume, or other measures to higher levels of incentives. This provides a natural continuum
between individual end-consumers to "trend setters" through reviewers and other providers of editorial
content and into actual media distributors. Payments and incentives can be balanced to achieve
the rights holders business objectives.

Also, a unique characteristic of this strategy is that unauthorized copying is self-correcting. If an
individual chooses to copy and distribute media, he is depriving himself of a sanctioned rewards
program. Also, customers who receive media from such an individual still have an incentive to
register. This increases the likelihood that unauthorized distribution will be detected since every end-
user always has an incentive to register.
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Actual multi-level marketing incentive schemes can be putin place to furtherreward highly productive
promoters of copyrighted material. It also provides a means to naturally scale and encourage small
distributors (such as Internet radio channels or other niche content servers) as well as large ones.

Making Digital Rights a "Winner" for All

Digital rights management has captured the atftention of artists, consumers, equipment
manufacturers, and distributors. However, the definition and terms of the debate have been
captured by technology providers. These firms deliver solutions that can make it very difficult for
customers to use new technology and purchase and enjoy new media. Also, each one of these
systems can be circumvented. The security systems can be rapidly overcome by serious pirates and
will be quickly defeated or products abandoned by frustrated consumers. If one’s sole objective is to
stop fraud by unsophisticated consumers, less expensive measures can be utilized (think of how many
VCRs continue to display "12:00" for years on end).
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By turning a digital rights security system into a digital incentives marketing system, the challenges
facing copyright in the digital age are radically reduced. Such a marketing and incentive system
strengthens the ties between content creators and rights holders and their customers. It rewards
"frendsetters" and others who distribute digital media by providing them with positive financial
incentives to stay within the system. It removes the rewards for circumventing copyright and instead
encourages legitimate promotion. This strategy builds on the strengths of the Internet as a means to
encourage new forms of commerce and exchange ideas.

A digital incentives marketplace uses the Internet and other new technologies in their most positive
light:

e It speeds the distribution and promotes the creation of new art and media.
* It rewards customers for simply enjoying a creative work.

e Finally, it allows, encourages, and strengthens the ties between the artist and her audience.
Such an open system balances the needs of artists with the desires of consumers and the
doubts of distributors with the concerns of equipment providers.

It steps out of the morass of digital rights protection and opens the door to digital media exchange
— Napster without the negatives.

(Endnote)
! http://www.newsbytes.com/news/02/176497 .html — this report has been contested by the Recording Industry
Association of America (RIAA)
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